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ABSTRACT 
 

Abstract— Online spoofing and fraudulent accounts are common on the social network, which is so crucial to our 

daily lives. Fake accounts that appear to have been created on behalf of businesses or individuals are the ones most 

likely to use issues related to social media, such as confidentiality, online abuse, misuse, bullying, etc., which can 

harm a person's reputation and decrease their number of likes and followers. On the other hand, the creation of 

false accounts is anticipated to harm more people than any other type of cybercrime. This problem inspires us to 

create a machine learning-based system for identifying fraudulent social media accounts. False profiles are 

frequently used by intruders in online social networks to engage in harmful activities like harassing individuals, 

identity theft, and privacy violations. As a result, one of the most challenging tasks on the online social network site 

is figuring out whether an account is legitimate or fraudulent. In this study, we introduced the Support Vector 

Machine algorithm and a deep neural network, among other classification methods. Additionally, it contrasts 

classification strategies using the Spam User dataset. 

 

Keywords— social media, Fake accounts, Machine learning algorithms, Comprehensive Review, Support vector 

machine. 

 
 

1. INTRODUCTION 

Fake accounts that appear to have been created on behalf of businesses or individuals are the ones most likely to use 

issues related to social media, such as confidentiality, online abuse, misuse, bullying, etc., which can harm a person's 

reputation and decrease their number of likes and followers. On the other hand, the creation of false accounts is 

anticipated to harm more people than any other type of cybercrime. This problem inspires us to create a machine 

learning-based system for identifying fraudulent social media accounts. 

 

Fake accounts that appear to have been created on behalf of businesses or individuals are the ones most likely to use 

issues related to social media, such as confidentiality, online abuse, misuse, bullying, etc., which can harm a person's 

reputation and decrease their number of likes and followers. On the other hand, the creation of false accounts is 

anticipated to harm more people than any other type of cybercrime. This problem inspires us to create a machine 

learning-based system for identifying fraudulent social media accounts. 

 

2. LITERATURE SURVEY 
 

The author[1] of this study put forth a fake profile detection model that uses sentiment-based attributes to distinguish 

between authentic and fraudulent OSN profiles. The study is based on the observation that real users' posts display a 

range of emotions based on their personal experiences, including joy, sadness, anger, fear, etc. Contrarily, fake users 

share posts to achieve a particular goal, so it is very likely that the content of their posts will include the same kinds 
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of emotions. To eliminate the outliers from the dataset, a noise removal technique is also presented. Finally, the 

detection model has been trained using a variety of machine learning techniques, including Support Vector Machine 

(SVM), Naive Bayes, and Random Forest. 

To give an idea of profile cloning recognition in Online Social Networks (OSN) using Network Theory, this 

paper[2] makes an effort. Based on malicious users' most recent activities in the social network, this study 

investigates the Node Similarity Communication Matching algorithm using profile cloning recognition in online 

social networks. The various activities to be studied in this proposed method include things like Updates, Wall posts 

and comments, By recent activities, etc. Based on the comparison of threshold values of user-specific profile 

attribute values and network similarity analysis, malicious that steals users' identities are identified. Creating an 

account, user operation, monitoring, searching recent activity, detecting cloned profiles, choosing a profile to be 

examined, and determining whether a profile is real, or fake are some of the processes used in the research. 

 

3. SYSTEM ARCHITECTURE AND METHODOLOGY 

 
Fig -1: System Architecture 

 

In our research work, a novel approach has been presented for the identification of fake profiles on social media 

using supervised machine learning algorithms. The proposed model has applied data pre-processing techniques to 

datasets before Analyzing them. A technique has been applied to identify the non-significant attributes in datasets 

and to do attribute reduction. For the dataset that includes both fake and real users, the proposed model is trained 

using supervised machine learning techniques on an individual basis. The prediction has been improved using an 

SVM classifier.  

 

The model proposed in this proposed work demonstrates that Support Vector Machine (SVM) is an elegant and 

reliable method for binary classification in a large dataset. Despite the non-linearity of the decision boundary, SVM 

can accurately (>90%) distinguish between fake and real profiles. Any platform that needs binary classification on 

public profiles for various reasons can use this method. This project only uses publicly available information, which 

is convenient for organizations that want to avoid any breach of privacy, but organizations can also use private data 

to further extend the capabilities of the proposed model. 

 

• In our research work, a novel approach has been presented for the identification of fake profiles on social 

media using supervised machine learning algorithms. 
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• The proposed model has applied data preprocessing techniques to datasets before analyzing them. A 

technique has been applied to identify the non-significant attributes in datasets and to do attribute 

reduction.  

• The proposed model was trained using supervised machine algorithms individually for the dataset including 

fake and genuine users. An ensemble classifier has been used to make the prediction more accurate.  

 

4. MATHEMATICAL MODEL 

The problem of detecting fake social media accounts can be formulated as a binary classification task, where the 

goal is to classify each account as either fake or genuine. One approach to solving this problem is to use Support 

Vector Machines (SVMs), which are popular machine-learning algorithms for binary classification tasks. 

Let's denote the set of training examples by X, where each example x_i is a feature vector that represents the 

characteristics of a social media account. The corresponding labels for the examples are denoted by y_i, where y_i = 

1 indicates a genuine account and y_i = -1 indicates a fake account. 

The SVM algorithm aims to find a hyperplane that separates the two classes in the feature space. The hyperplane is 

defined by the equation: 

w^T x + b = 0 

where w is the weight vector and b is the bias term. The decision boundary is given by the sign of the expression 

w^T x + b, which is positive for genuine accounts and negative for fake accounts. 

The SVM algorithm seeks to find the weight vector w and the bias term b that maximize the margin between the 

decision boundary and the closest examples from each class. The margin is defined as the distance between the 

decision boundary and the closest examples. 

The SVM problem can be formulated as an optimization problem: 

minimize (1/2) ||w||^2 + C ∑_{i=1}^n max(0, 1 - y_i(w^T x_i + b)) 

subject to y_i(w^T x_i + b) ≥ 1 for all i = 1, ..., n 

where C is a regularization parameter that controls the trade-off between maximizing the margin and minimizing the 

classification error. The term C ∑_{i=1}^n max(0, 1 - y_i(w^T x_i + b)) is the hinge loss function, which penalizes 

the classifier for misclassifying examples. 

The SVM algorithm can be solved using various optimization techniques, such as gradient descent, quadratic 

programming, or interior point methods. Once the weight vector w and the bias term b are learned, the SVM 

classifier can be used to predict the label of new social media accounts by evaluating the sign of the expression w^T 

x + b. 

 

5. CONCLUSIONS 

In this proposed work, we propose a machine-learning pipeline for detecting fraudulent accounts in online social 

networks. The use of datasets containing fake profiles effectively eliminates the difficulty of detecting fake profiles. 

This work presented a technique for detecting fake accounts created with NLP and machine learning. A 

classification algorithm for detecting fake profiles on social networks is presented. For classifying the fake and 

genuine profiles, we use SVM / Naive Bays. 
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